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Appendix to BaFin’s response

Explanation to question 27:

Supplementing the assessments above (Other): facilitating access to the 
data stated also appears sensible from the consumer’s point of view, since
this would expedite the proposal examined by the Commission within the
scope of the European Financial Transparency Gateway Project (EFTG) about 
creating a single point of access to information relevant for investors in
listed European companies.

Explanation to question 28

Explanation of the selection made

• A basic requirement that should be fulfilled in advance is the single
definition of data in the sense of a data dictionary.

• Standardisation (regarding format), harmonisation and interopera-
bility (particularly in order to access, exchange, integrate and cooperatively 
use data in a coordinated manner) enable automation, cost-efficiency and
scalability of use cases and are therefore necessary for easy EU-wide use of
data.

• Regarding „public data base“: The mere indication that databases
should be public is not sufficient for an assessment. Among other things,
the type of data to be made available, the authorization concept and the
governance model are essential for a sound evaluation. That is why we have
chosen the tick box "N.A.".Explanation to question 30

Explanation to question 30

Explanation of the selection made
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• Depending on the specific design of the open finance policy, con-
sumers could potentially be offered services that are more innovative, more
convenient and/or more appropriate to their specific situation. Whether this
then results in lower prices also depends on whether open finance leads to
efficiency increases on the part of the undertakings and whether the under-
takings pass these on to consumers. However, open finance does not by it-
self prevent the emergence of market dominant positions which ultimately
have a detrimental impact on consumers (for further remarks on level play-
ing field issues see questions 31, 32 and 34).

• Open finance can constitute the basis for new business models that
can be implemented by both new as well as established undertakings, ei-
ther alone or in cooperation.

• Open finance can facilitate access to additional and larger data rec-
ords which, in turn, are the basis for the application of technologies, partic-
ularly in the area of artificial intelligence. However, this does not necessarily
require personal data, but may also use anonymised data.

• Whether and how retail investors and/or small enterprises would
benefit through open finance from improved access to the capital markets
and to loans crucially depends on the products in question and the design
of the open finance. For instance, an automated flow of transaction data
could – with the SME’s consent – also accelerate the granting of credits and
increase competition between credit institutions. To this extent, neither of
these two questions can be answered without further details being speci-
fied. Other segments could also be mentioned in addition to these two seg-
ments (e.g. access to consumer loans and real estate financing, access to in-
surance products) where access for consumers could also be influenced by 
open finance; this is not an exhaustive list of financial segments that could
be influenced by open finance. However, next to these potential benefits
one also has to consider the risks associated with open finance; risks and
benefits need to be weighed before any concrete open finance arrange-
ment is put in place. In particular, when new players enter the market the
emergence of regulatory arbitrage must be prevented (see also the next 
questions for further considerations on establishing a level playing field). 

• In terms of the design of open finance policy, there is a need to con-
sider both the interests of the financial undertakings that have verified,
structured, standardised and “refined” customer data at high financial cost,
as well as the interests of the companies interested in using the data and in
particular the interests of customers. In this context, an assessment is
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needed of whether the approach familiar from PSD2 regarding the free data
usage by third parties should also be maintained in the event of extensions
within the meaning of open finance. In particular, a regulation on compen-
sation may promote a level playing field in those situations where it is not
just raw data that is being transmitted, but also information gained or vali-
dated from an undertaking’s own internal analyses under additional costs. A
regulation on compensation also provides a greater incentive to provide
premium-quality access interfaces, and this then makes it less likely that the
costs for the interfaces will be passed on to end customers in the form of
higher prices. However, this then also gives rise to the risk that financial un-
dertakings will attempt to block access by inflating charges.

Explanation to question 31

Explanation of the selection made

• Data protection and the protection of privacy are fundamental pre-
requisites for the success of open finance, particularly when it comes to
sensitive financial data.

• Financial exclusion could affect those customers who do not con-
sent to a data transfer (open finance). The risk of financial exclusion could
force customers to consent to the data transfer even though the customer
does not really want this. This should not be confused with a consumer’s
obligation to provide the data required by law for the conclusion of a con-
tract (e.g. data used to assess the risk in the case of loans or insurance poli-
cies); this obligation continues to apply. 

• There is a risk of improper use of the access to data, not only for the
purposes of optimising prices, but also within the scope of alternative use
that the customer does not want or has not consented to, e.g. where finan-
cial data is used and/or combined with other data in order to personalise
additional offers not related to finance.

• The relevance essentially depends on the design of the open finance
policy. Data alone, such as transaction data for payment transactions, do
not, at first, reveal any proprietary information as in the context of an in-
house analysis/assessment.  However, this could be different in the case of
information/knowledge about customers that is generated by the undertak-
ing on the basis of data, e.g. risk scoring for loans, property/collateral valua-
tions for loans or risk assessments for insurance policies.
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• Increased cyber risk: Opening new interfaces also always enables
new opportunities for attack; however, the regulation of existing open fi-
nance offers that have been unregulated up until now provides the oppor-
tunity for new security standards to be enforced.

• This could result in an unlevel playing field, depending on the spe-
cific design of the open finance. It is important, therefore, to ensure that
there is a level playing field both in terms of exchanging data, i.e. who is
able to access what data (information) at what costs, as well as in terms of 
supervising the undertakings. Above all, the principle of the PSD2 should be
adhered to here, i.e. that financial data may only be used by regulated pro-
viders and with the customer’s consent, possibly in return for a fee reflect-
ing that both data and data quality are assets – a fact that is aptly demon-
strated by the worth of data-driven tech companies. The objective must be
to ensure fair competition between traditional supervised undertakings,
which have less experience with data-driven business models, and enter-
prises which are supervised but embedded in a larger integrated, technol-
ogy-based and cross-sectoral platform concept. The latter can combine
their data with a multitude of additional data sources that financial sector
participants have no free access to, such as massive e-commerce platforms
and sensor data from mobile operating systems. This means that the added
value that can be drawn derived from payment data is vastly different and
could lead to even more concentration in the hands of non-European tech
and platform enterprises. Hence, it must be ensured that there is no regula-
tory arbitrage and no negative impact on competition that would offset the
advantages of open finance. For further considerations concerning how to
keep up/establish a level playing field between traditional supervised un-
dertakings and new market players please also see the answers to questions
32 and 34.

Explanation to question 33

It is not possible to provide a blanket assessment of the benefits of open fi-
nance, and any assessment should instead be based on individual prod-
ucts/sectors in the financial industry; open finance should not be an end in
itself. It seems sensible therefore to start, at a higher level, by dealing with
specific products and their necessary data, and the benefits of an exchange
of data. There should also be some clarification here regarding the data
that should now be part of open finance, and the data that should not be
(data, information, knowledge, proprietary information). We should then 
also consider whether open finance is really able to deliver more innova-
tions, improved offerings and more convenience. Finally, if open finance is
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to actually work out, consumers and/or owners of the data must also see a
benefit to consenting.

Explanation of the selection made

• In the case of deposit products, open finance could lead to compari-
son portals, which partially also arrange deposits with institutions in other
European countries, being able to present offers to customers in a more
proactive way. However, the benefits of this data transfer are rather modest
when compared with the input/provision by consumers.

• Open finance is relevant primarily in the area of private loans. The
payment transaction data that can be accessed via the PSD2 can already be
used also for financial offers today. This applies in principle to consumer
loans, but can also apply to private real estate financing. The outcome of
property/collateral valuation would also be of interest in private real estate
financing. Whether this can be part of an exchange of data, and whether
this would potentially bear a charge, is questionable. The same applies to
the risk score.

• The benefits of open finance are also possible in principle with SME
financing. However, since SME financing can affect various products (credit 
line, loans, leasing, etc.) and therefore other data may in turn be required, 
no statement can be made here, as there is also a question regarding which
data should now form part of open finance.

• In the area of investment products for retail investors, open finance
could further simplify deposit transfers and hence have a beneficial effect.

• Sales of insurance products in all segments can also benefit from
open banking as a sub-category of open finance, for instance by being able
to determine the need for insurance cover for banking customers based on
their account transfers and payment flows, whether in terms of new insur-
ance policies or in designing optimisation requirements.

• The benefits essentially depend on the specific product when it
comes to the insurance industry itself. In the area of indemnity/accident in-
surance, data transfer could be useful in those insurance lines where the
policyholder is required to provide much information prior to the contract
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due to a higher number of tariff criteria (e.g. vehicle insurance, comprehen-
sive residential buildings insurance). With life and hazard insurance or pri-
vate health insurance, on the other hand, the question arises as to what a
different provider could actually do with the data from the existing insur-
ance, as switching to a different provider does not generally make eco-
nomic sense, or a new risk assessment is required. This would also result in
higher premiums, even when using open insurance, due to an increase in
age when switching providers, possibly due to pre-existing conditions asso-
ciated with it, and as a result of acquisition and selling expenses. The pic-
ture is similar in the case of private pension provision when life insurance is
involved.

• Access to data from other sectors, such as telematics, wearables or
Industry 4.0 data, benefits supervised undertakings and their customers.
This is because financial undertakings are able to offer innovative, event-
driven and usage-oriented products (see response to Question 34).

Explanation to question 35

Explanation of the selection made

• More attention should be paid in future open finance projects to an
early, mandatory clarification of the data to be provided and of the access
modality (authentication, access frequency, etc.). This does not rule out the 
fact that corresponding technical standards are developed primarily by the
market participants, whereby fair participation must be ensured for all
stakeholders. For this, an open forum should be established at an early
stage where the participants (both those supplying and those requesting 
the data) are able to discuss the functional requirements for the interfaces 
as well as the technical issues. It should also be possible for rapid decisions
to be made on controversial issues; the EBA’s Q&A procedure is not entirely
suitable for this: it is too slow, and the answers do not have a binding effect.
Finally, significantly more attention needs to be paid to the aspect of test-
ing. In addition to test environments, data requestors must also be given
the option of accessing, via test accounts, the live systems at an early stage.
Testing periods should also be significantly longer than stipulated in Dele-
gated Regulation (EU) 2018/389.

• As with the comprehensive consideration of data protection require-
ments, the establishment of a data standard and a technical exchange
standard is a fundamental prerequisite for open finance. In addition to this,
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consumers must continue to retain control over their data and know what
happens with this data.

• There must also be clarity regarding which undertakings have access
to financial data, and which do not. And at what costs this is possible. These
are basic principles for ensuring legal certainty on the exchange of data
based upon which innovative business models can be established.

• Consideration is required regarding whether undertakings should be
allowed to charge for the cost of providing data, and this could be differen-
tiated in line with the value of the data, e.g. if this involves information gen-
erated by an undertaking (see also responses to Questions 31 and 32). With 
respect to payment transactions, the national legislator has also obliged
other undertakings above a certain size to open up their technical infra-
structure in return for a reasonable fee through section 58a of the Payment
Services Supervision Act (ZAG). This legal provision could act as a model for 
appropriate regulation.

• If a mandatory, automated exchange of data is envisaged, then it
should be implemented across all sectors wherever possible and also be in-
teroperable, and not confined solely to the financial sector. This would ena-
ble cross-sectoral implementation of, as foreseen in the GDPR concept, the
central right to data portability pursuant to Article 20 of the GDPR. This
could further promote the strengthening of data protection, consumer pro-
tection and competition for data protection-friendly technologies and,
above all, ultimately further strengthen people’s control over their own
data, as intended by European legislators through the right to data porta-
bility (see recital 68 of the GDPR).

And it could also strengthen the objective of Article 20 of the GDPR, stated
by the Article 29 Data Protection Working Party, i.e. of making it easier for
an affected person to smoothly move, copy or transfer their own personal
data from one IT environment to another.

Having said that, consideration should also be given to the fact that any ex-
tension to the automated exchange of data and the inclusion of further
players is also, at all times, accompanied by a correspondingly greater risk
for data protection and/or data security.

Explanation to question 39

Financial Industry
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A break-up of existing value chains and the emergence of new ones can be
observed across all sectors, with previously internal processes of one single
player now being spread across several market participants, also including
previously unregulated ones. Concentration risks and a greater relevance of
previously unregulated providers can increasingly arise for the financial
market when central cloud service, software, data and platform providers
provide identical or very similar bases for processes or algorithms to a large
number of market participants. The concentration risks are enhanced
through the emergence of lock-in effects with the third-party providers just
described.

When using BDAI and designing (semi-)automated processes, it is im-
portant to guarantee that these are embedded in an effective, adequate
and proper business organisation. The necessity of an appropriate level of
competence in handling BDAI is self-evident here. According to the feed-
back from the consultation on BaFin’s BDAI Study, the existing sector-spe-
cific regulation is stated as being generally adequate, although there is a
need for clarification in some cases regarding how the existing rules should
be applied with respect to BDAI.

When embedding these aspects in an effective, adequate and proper busi-
ness organisation, the specific risks and requirements of complex BDAI
models need to be considered (see Question 40 regarding the considera-
tions on how the risks can be appropriately addressed and which measures
are required):

Traceability, and with it also the internal and external verifiability of results,
can be more difficult in the case of complex models.

Process automation based on BDAI can achieve a high level of scalability.
This results in the risk that even minor errors can scale significantly and
spread systematically.

The quality of the results of BDAI models is dependent, among other things,
on the data used; correspondingly, data of an adequate quality and quan-
tity must be available and be used.

Distorted results (bias) can occur systematically when deploying BDAI, 
thereby leading to incorrect decisions: there is a risk that, for instance, dis-
torted/non-representative data are used; certain features in the modelling
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phase may be either improperly under-weighted or over-weighted; dis-
torted interpretations may also be provided despite correct algorithmic re-
sults.

The risk of unlawful discrimination can increase through the use of BDAI: al-
gorithms might use features that must not be used on legal grounds for
differentiation purposes. And even if no improper features are used, ap-
proximation of those improper features is still possible as very many other
features are available that allow quite precise approximations.

In addition to the legal aspects, the increased reputational risks associated
with the risks of “bias” and “risk of discrimination” must also be considered.

Managing information security risks faces new challenges as a result of the
growing complexity caused by BDAI. The disaggregation of value chains
supported by BDAI and the growing data volumes increase the attack sur-
face for external access while at the same time reducing the individual pro-
vider’s ability to control the data used and distributed. In addition, certain
BDAI algorithms can also suffer attacks through data manipulation. Exam-
ples include adversarial and poisoning attacks.

Consumers/Investor

The following risks arise in addition to the general risks in the financial in-
dustry as stated previously, which currently apply directly to consumers
(bias, discrimination) and investors:  

BDAI selection mechanisms (improved risk assessment, use of new data
sources) could make it more difficult for certain consumers to access finan-
cial services. The question arises therefore as to how access to (affordable) 
financial services can be maintained if customers cannot or do not want to
submit comprehensive (new) data sources (financial exclusion).

There is a risk that customers will not be informed in a sufficiently under-
standable and transparent manner about the potential reach and conse-
quences of use of their data in conjunction with BDAI, and that they will de
facto not have reliable controls and options available to them as a result.

The linking driven by BDAI of financial transaction and behavioural data
with other data (sources) can facilitate the assessment of the willingness to
pay. This would thus make it possible to exploit the customer’s (situational) 
willingness and ability to pay when setting prices if the provider is aware of
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these. The formation of too few central customer interfaces caused by BDAI
(see also statements on concentration risks) could additionally encourage 
these developments through improved data access and assessment syner-
gies.

Supervisory authorities

In terms of supervision, the risks just described for the financial market,
consumers and investors must be monitored with respect to technology-
neutral regulation. Some of the risks stated previously do not only make in-
house controls of BDAI models and their associated risks more difficult, but
also the external verifiability, for instance by supervisory authorities.

The increasing complexity of the models used should be mentioned here:
transparent selection processes and documentation of models are therefore
important not only within an undertaking, but also represent a fundamental
prerequisite for risk-based supervision.  Fragmented value chains in particu-
lar make the supervision process even more difficult (see above for details): 
activities with similar risks should also be subject to similar supervision and
regulation in the sense of an activity-based supervisory approach. A
stronger focus on this approach could therefore be advisable in order to
maintain a level playing field and to capture the existing risks adequately
for regulatory purposes.

A corresponding understanding by the supervisory authorities and the ex-
istence of clear rules and interpretations of these rules are, of course, a fun-
damental prerequisite for risk-based supervision with increased use of BDAI.

Explanation to question 40

Based on the results of BaFin’s BDAI study and the result of the consulta-
tion, it is possible to conclude that the existing sector-specific regulation
and, in particular, the governance provisions are in general adequate for the
use of BDAI models and therefore sufficient. The technology-neutral nature
of the existing regulation is the main reason for this conclusion. Neverthe-
less, the feedback received gives rise to the need to explain certain aspects
of the existing regulation and its interpretations in more detail with respect
to the use of BDAI. The question arises, for instance, in this regard as to
what represents a sufficient amount of transparency of a BDAI model, and
how this can be guaranteed.
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Certain clarifications of existing rules could help undertakings to guarantee
clear procedures for fulfilling all requirements and, as a result, legal cer-
tainty when using BDAI. BaFin is for instance working to specify certain gov-
ernance provisions in the context of BDAI in order to meet the needs for
clarification.

This type of work by national supervisory authorities should subsequently
be taken up by the ESAs so that these can publish guidelines for the inter-
pretation of existing sector-specific regulation.

In terms of the considerations regarding new horizontal and/or cross-sec-
toral regulation, as listed in the Commission’s White Paper on Artificial In-
telligence, it should be noted that many of the White Paper’s regulatory
proposals are already contained in the existing supervisory governance and
documentation requirements for financial market regulation. There is a risk
of duplication or of contradictions with the existing financial market regula-
tion, depending on the design of the additional horizontal regulation. This
needs to be avoided, and the focus with the financial market should clearly
be on sector-specific clarification. The cross-sectoral principles/require-
ments put forward in the White Paper could potentially represent a cross-
sectoral minimum standard which complements the financial market regu-
lation, in particular in the case of complex value chains. This would then be
addressed primarily at those undertakings that make a contribution to
these value chains without being subject to financial market regulation
themselves (see Question 39 for details). However, the proposals in the 
White Paper on cross-sectoral standards would subsequently need to be
substantiated.

According to the proposal in the White Paper, the horizontal requirements
should be fulfilled in future by that player who is best able to deal with the
potential risks of AI applications. This should for instance be developers for
risks in the development phase of AI or operators when it comes to using
the AI. With regard to this proposal, however, it should be noted that man-
agerial responsibility always applies in the supervised undertakings of the
financial sector, including, or, especially in distributed value chains. Im-
proved interlinking of the proposals with existing financial regulation is
therefore also necessary.

Contrary to the ex-ante conformity assessment (approval, certification) of 
risky AI applications or of algorithms in general put forward in the White
Paper, in the existing financial regulation, approval (risk-oriented) is only 
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being given up until now for internal models for determining capital re-
quirements. Other AI applications that are embedded in the decision-mak-
ing processes and that have supervisory relevance are not covered on a
technology-specific basis by ongoing supervision, but they are covered
from a risk-oriented point of view as part of the general (technology-neu-
tral) supervisory requirements for certain processes; however, these are not 
approved ex ante. A general approval of AI applications is, in BaFin’s view,
not necessary from a risk-oriented perspective nor does it make economic
sense (see BaFin’s position on a general approval of algorithm-based deci-
sion-making processes https://www.bafin.de/dok/13783136).

If a general ex-ante conformity assessment of a cross-sectoral nature is
sought and to be completed by central enforcement panels (similar to the 
German Technical Inspection Association, TÜV), this could result in duplica-
tion and in worst case scenarios in contradictions with existing financial
market regulation, unless a close interlinking with existing financial market
regulation is ensured.

An ex-ante conformity assessment of cross-sectoral minimum standards
should therefore only be implemented for the financial market as a supple-
mentary requirement and not as a replacement of the existing financial
market regulation. A further consideration when considering large scale ex-
ante conformity assessments is that these would only be able to provide a
very superficial review, simply as a result of the massive scale of algorithmic
decision-making processes to be tested. As a result, these cannot be com-
pared with the supervisory approval of internal models or reviews com-
pleted on an event-driven basis by financial supervision.


